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Digital Home — an Introduction

® |ntegrated digital technologies for
entertainment, communication and
control

® Combination of:
= Desktop & notebook PCs
= PDAs
=  Multimedia devices, DSTBs, entertainment
=  Wired and wireless networking
=  Environmental controls
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Digital Home -
Challenging new Requirements

® New demands, e.g.:
= ‘Instant On’ appliances
= Remote updates
= Security

® Developers must understand:
= New requirements
= Technologies available for meeting them
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Objective of Presentation

® To share a view of these requirements
derived from customer requests

® To discuss how they may be met using
BIOS technologies on the VIA chipsets for
embedded devices
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Understanding Digital Home
platform requirements

® |Integrating entertainment & office
services introduces a slew of new
requirements, including:
= ‘Instant On’
= Security
= Avalilability
= Remote Management
= Custom Configurations



'Instant On’

® Requirement:

= Provide immediate access to primary
features of device (e.g. TV tuner)

= < 1 second from power-on to device function
® |mplication:

= Not always time for an OS to start before
providing functionality
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Security

® Requirement:

= To protect home and office data, access to
Digital Home devices controlled by password

® |mplication:
= “\Who watches the consumer?’ What should
the user be able to do?

= At what level should access security be
controlled; the application, OS, BIOS or
hardware?
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Availability

® Requirement:
= ‘Always-on’ capability, or close to it, In
Digital Home devices
® |mplication:
= Hardware must be designed with lowest
nossible COGs, without affecting reliability

= Devices must detect and respond to
software and/or hardware errors
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Remote Management

® Reo
= A
a

uirement:
oility to ‘push’ new content (e.g. data,

oplications or OS) onto Digital Home device

In a secure manner via network
® |mplication:
= Security concerns (e.g. unauthorized access
or content upload)

® Secure access and content authentication
required
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Custom OEM Configurations

® Requirement:

= Cheapest possible non-volatile storage for
software and/or content

® |mplication:
= OEMs need to include only those firmware

features required by their fixed function
device
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Unleashing the power of

the VIA chipset

® Above requirements cannot be achieved
without help from BIOS

® BIOS level technologies and features

may be harnessed to meet Digital Home
device requirements
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Background - BIOS Level Technologies

® System Management Mode
= Intended for OS independent functions
= E.g. user interface LONG before OS loads

® Quick Boot
= Reliable hardware does not need 30s POST

= Simple Boot Flag spec; includes mechanism
for minimizing POST & improving boot time
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'Instant On’

® Quick Boot
= Affects BIOS POST performance only
= OS & Apps must still load and start
= Best known performance - 4s to desktop

® SMM based interface

= Provides best potential; power-on to SMM
Interface achieved in <1s

= Provides primary interface (e.g. TV tuner)
while OS & Apps load in background
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Security

® Perfect SMM application

® Provide OS agnostic Trusted Computing
Base through cryptographic challenges
and responses

® Enables secure Digital Home devices
from the BIOS upwards

= Only authenticated software may be run
= Impossible to install rogue OS
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Availability

® Perfect SMM application

® Monitor health of any OS & Apps
= Detect BSOD, kernel panic, etc.

® Monitor health of hardware

® Respond to failures
= Send Email

= Restart system
= Update system
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Remote Management

® Perfect SMM application
® Update any upgradeable system
component:
= Disk partition
= Files
= CMOS contents
= Flash memory

® Update authorization through
security app
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Custom OEM Configurations

® Function of BIOS architecture

= Modular architecture needed for ultimate
configurability

® Need flexible way of adding value added
firmware applications

® Need flexible way of adding custom
Initialization code
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EFmbedded BIOS® 2000

Embedded BIOS® 2000 Modular Architecture
EBIK Core GS5-5Supplied

POST Advanced Features

* Initialization & * Embedded Debugger
Configuration * Windows CE Loader

* Setup Screen « Splash Screen

* BIOS Services * Burn-in Diagnostics

* Security * Manufacturing Mode
* Quick Boot
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Firmbase® Technology

Firmbase® Technology Components
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Conclusion

® Digital Home devices
= Full featured, yet affordable
= Additional consumer requirements
= Additional content/service provider requirements

® Understanding available technologies key to
producing profitable solutions

® Reviewed some

® Examined avalla
BIOS® 2000 for V
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Key market requirements
nle solutions using Embedded

A chipsets
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